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CYBER SECURITY -

Protecting Our Digital World

Cyber Secutiry CERTIFICATION TRAINING COURSE
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Cyber Security Demo Date

Cyber Security Time

Cyber Security Duration : Months
Cyber Security Trainer

Cyber Security Fee RS
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Our Expert
Trainers

and I'm he

riourney info the

e Training Highlights

) Praviding individualized support and mentorship 1o
expedite the learmning process.

) A hands-on and comprehensive appraach thot
ensuras acceaessibility and empowears evervone to excel
thraugh practical isaming and understanding.

) A curmiculum crafted by industry experts and subject
matter authorities, tallored to prepare students for the
recl-world demands of therr chosen fisld,

) Bringing invaluable insights and experfize to the
classroom through guest lectures by prominend

professionals from top multinational corporations (MNCs).

e Key Highlights

‘ 75 Hrs Instructor-Led Training [ ]

‘ 70 Days Free Lab access @ Kapil IT Skill Certification

100% Job Assistance
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Program Pedagogy @

Instructer-LED Training
Get Trained by top indusiry experts

1:1 Personalized Learning

Hands on exercizes, project work,
quizesz & capstone projects

Gel real-world expearience
through projects
Hackthons

et o sense of how real
projects are buill

I Projects and Exercises

® Internship Opportunities

#  Corporate Training Envirenment
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e Hottest Job of 2I* Century

1.% Million Job Postings Skill Development
C o Cyberiecurnty and Ethical Hacking
professionals are equipped with various

. relevant skills fetching lucrative jok
Growing AWS Industry | G J

. CAGR in Indian Cybersecurity Fulure odented Caresr

and Ethical Hacking industry Cybersecurity and Efhical Hocking iz o budding
field: a head starf will prove to be beneficial
Fopular Degree High Demand
z ecurty and Ethical Hacking By 2022, Indig & US ce a demand supply

als have g Master
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Module 1: Orientation

Module 2: Effective Note Making and Report Writing » Dns Lookup
Toples: « Types of format’s [ PCF, PPT. DOC, DOCXK, & Dirs Enurmercsion
C5V, HTML, MP4, IPG, JPEG, PRG] & OSR Frarmework
s Mote making [ChermyTres, One Note, o OSINT Framework

Google Keep, Keephlote]
s POCs [ Kazam, OBS studios]
e Screan shot [Sripping tool, Fameashot, Greenshol]

Module 7: Basics of Networking
Topics: « What is o Network

» Basic Network COmponents

Module 3: Infroduction to Hacking and Cybersecurity * Types of Network
. . » What s on IP Address
Toplcs: « What s CybarSecurity

e Types of IP Address
s What is Hacking YPE:

e Clossfication of IP Address
e Closses of IP Address

s Why s Hacking

s Phases of Hacking .
. ) = Subnetting Concept
e General Office Terminology

= Types of Hacking Module 10: Network Scanning
e Types of Hockers Topics:  What is Metwonk Scanning
» Pre-Requisites of hocking o What is a Port

& Imiportant ports in Cybersecurty

Module 4: Infroduction to Computers and Programming = Fing

Module 5: BACIK Programme (Python Programming) s Nmap

. T I
Module &: Overview of Linux 05 » Netdiscaover

Topics: « Kali Linux OF & Arp Scan

e Linux File System & Fing scon

» Fing app
* Angry [P sconner

e Basic Linux Commands

Module 7: Social Engineering Aftacks

B . , Module 11: Enumeration
Toples: » Social Media Hacking

» Hacking Banking Sites Login Pages Module 12: Vulnerability Assessment

s Hocking College/University Login Pages Topics: » What is Vulnerability Assessment
s Iphishar, Mex Phisher, KingPhisher etc = Why iz VA important
e Monnual phishing = MITRE ATTE.CK Framework

= Cyber Kill Chain Mechanism
= CWES, CVE, NVD, NIST, GHDE, Exploit-DB

& Messus installation

Module B: Foot Printing and Reconnaissance
Topics: » OSINT
» Passive information » Nessus scan [basic scan , advance scan]

o Active information
Module 13: System Hacking and Intreduction to Malware

Topics: » Mealasplol Farmework [MSF Venom, MEF Cornsolg)
& Elermnal Blue Attack

e The harvester
e Whaotweb

= Builtwith lockup Wind 7 Hacking
= Windows? Hackin
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Module

Topics:

Module

Topics:

Module

Topics:

Module

Topics:

Module

Topics:

Module
Topics:

= What Is Malware

e Types of Malware

s How o create Malware
& pAclwore Altacks

e ScOm Awarensss

14: Intreduction ta Privilege Escalation

s Windows Priviege Escolation
= linux Priviiege BEscalation

e Using UMIX Binaries

s Lsing Scripts

15: Introduction to Sniffing
o Wireshaork

e Eftercop

» Beftercap

14: Password Cracking

s Jip Fle Possword Cracking

s Login Poge Password Cracking
s Wifi Possword Cracking

17: Denial-Of-5ervice

e What is DOS

s What is D-DOS

» Slowdors, HOIC, LOIC, HULK

18: Introduction to Web Servers and
Web Applications

= Infracuction to Web Application Functionality

19: Denial-Of-Service
s Brute Force

» Command injection
s C5RF

e Fle Inclusion

» Filz Upload

e SGIL injection

& JovoiSoript

s X535 Attack

Module 20: Intreduction to Firewalls,

Anti-Malware Software, and Heneypofs

Module 21: Wireless Attack and Wifi Hacking
Module 22: Malware Analysis

= Static analysis
¢ Dynamic anclysis

Module 23: Mobile Application Pentesting

Topics: » Static Analysis

™ WG Arciysis
Module 24: Infroduction to Electronics in Hacking

Module 25! Infroducfion to Communication in Hacking
Module 2é: Infroduction to Cloud Computing in Hacking

Module 27: Infreduction to IT, IS, loT and OT

Module 28; Cryptography and Steganography
Topics: = Quitguess
» Stogohide
» Quickstogo
= Difference between Encoding-Decoding,
Encryplion-Decryption and Hashing

Module 2%: Privacy and Anonymity
Topics: » Browsers

= Search Engines

e Proxy

« VPN

s TOR

= CorkWeb

Module 20: Hacking and Cybersecurity
in Today's Al World
Topics: = Chot-(GFPT
e Alin Hocking

= Al against Hocking

Module 31; Career Guidance
Topics: » Resumea Building

= Interview Preparction

+918885030341/ 98898 86936 (©) www.kapilitshub.com (6]
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Roots of LSRW Mastering Helping
Communication 7 Cs of Communication Verb And Main Verb

Roots of Grammar Parts of Speech
Sentence Structure Development
Tense Logic
Worksheet Sessions

Speech Intelligence Vocabulary Development
Usage of words
Group Discussions
JAMS
Debates
Public Speaking

Personality

Imagination and Innovation Training
Development

Centralized Brain Storming
Problem Selving Skill s
Decision Making

Mangement Skills Time Management
Team Building

Task Management
Leadership Skills

Interview Skills Employbility
Think like a Professional
Clearing HR Rounds
Salary Negotiation
Bond Negotiation

Presentation Skills Research Skills Dream Company
Public Speaking Reading Skillls
Visualization Comprehension
Skills
White Board Presentation
Mastering Powerpoint
Content Creation

Personality Mind Mapping
Development Role plays

Mock Interview on the Hot Seat
Listening Skills
Critical Thinking
Thought Analysis
SWOT Analysis

C) +918885030341/ 98898 86936 (®) www.kapilitshub.com &
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KAPIL GROUP OF COMPANIES
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Our Expert Corporate Services for your Career Goals

World-Class Instructors 1:1 with Industry Mentors Inspired Trainers

Our Scheduled Programs

Course Completion

Enrolment Assistance Designed for Professionals Career Acceleration
Career Counselling Hands-on Learning Personalized career coaching
Choose Trending Course Real Time Support Mock Interviews

Easy Payment Options [ 100% Job Assistance

ATTEND FREE LIVE MASTER CLASSES

® Develop skills for real career growth & Employability Skills

& Leam by working on real-world problems ®* Communication Skills

® Workshops & Bool Camps ® Job Readiness Skills
¢ shuctured guidance ensuring e Life skills Book a Free
leaming never stops Counseling
¢ Leam from experis active in their field, Session
not out-of-touch frainers
+918885030341/ 98898 86936 (&) www.kapilitshub.com (10}
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RECENTLY PLACED STUDENTS

J-1

ABHISHEK
GRCTODB Tech Labs Pyvi Lid

SALMAN FISAL 5K SHAREEF
Maple Tex Consulting LLE Syswave Technology Pt Lid Maple Tax Consulting LLE GRCTOR Tech Labs Pwi Lid Hilite Technaologies

IMRAHM )
itilite Technologies Maple Tax Consuting LED

RAMESH MAIDU
Moolya Software Testing Moohya Software Testing

+918885030341/ 98898 86936 (@) www.kapilitshub.com (1]
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e ENROLL NOW o

e Contact Us »
® +91 88850 30341 / 98898 86836/936

CORPORATE OFFICE: AMEERPET OFFICE: ® info@kapilitshub.com

2™ Floor, Kapil Kavuri Hub, Fiat No. 204 {2* Hoor) & 305 (3™ Floot),

Financial District, Nanakramgud, Milgirl Block, Aditya Enclave, k ili h b
Gachibowl, HVD - 300 033, Ameeroet, HYD | 500 016, & kapilitshub.com

kapilitshub.com



